How to Report
Online Scams
And Fraud
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WATCH TOOLKIT

Falling victim to an online scam can be harmful, but learning how

For Email Scams:

and where to report scams helps keep the internet safer, while

Report it to gov.uk and tell the relevant Internet Service Provider

making it more likely that scammers will get shut down. Below

Once you spot an attempted email scam, the first step is to report

are the steps you should take if you fall victim or become privy

it to report@phishing.gov.uk. Additionally, you could also report it

to specific types of fraudulent activity, and the organisations you

to your Internet Service Provider (ISP) that was used to send you

need to contact to report an incident:

the email. If the scam email came from a Yahoo! account, send it to
abuse@yahoo.com. Gmail has a ‘Report spam’ button and Hotmail

For Fraudulent Activity:

has a ‘Report phishing’ button.

Action Fraud
Action Fraud is the national fraud and cybercrime reporting

For Telephone Scams:

center in the UK. You can report any type of fraud to them,

Phone-paid Services Authority (PSA)

either through their online reporting tool or by calling 0300

If you want to report a premium-rate telephone service scam,

123 2040. If you’re using the online form on their website, go

contact PSA. This is the official UK regulator for content, goods

to the ‘Reporting’ tab in the top navigation banner and choose

and services, charged to a phone bill. You can call PSA free from

‘Reporting fraud’ from the drop-down menu. On the reporting

a landline on 0300 303 0020 or visit the PSA website.

tool page, choose whether you are a victim, reporting for a
victim, a business, or a witness, and log your complaint from
there. It takes about 20 minutes to complete.
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For Online Retailers and E-commerce Businesses:
Citizens Advice
To report online shopping or related e-commerce fraud, head to
the Citizens Advice homepage and choose ‘Consumer’ from the
top navigation menu. Then scroll down to the header ‘Scams’
and select ‘Report a scam’. On the Report a scam page, scroll
down to the header ‘Report the scam to us’ and locate the link
for the Scams Action Service. This link will direct you to a form to
list the details of the scam and submit an official complaint.
For Severe Online Scams:
Your local police force
If you run into an especially severe online scam, you should also
report it to your local police department by calling 101, as soon
as possible. Not every report results in an investigation, but each
helps build a clearer national picture of fraud.
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Two Final Things to Remember
			 Don’t be embarrassed
1
			 If you have fallen victim to a scam, do not feel ashamed or think
that you were to blame in any way. Victims of scams are just like
victims of any crime – they have been targeted by criminals and bear
no culpability for the crime.
			 Act Quickly
2
			 The quicker you act, the sooner you might stop someone else
becoming a victim. You might even be able to get any stolen money
returned – if you sent off a cheque, for example, the police may be
able to ask Royal Mail to intercept it or require your bank to put a stop
on it.
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